INTERNET SAFETY

Visit the following website, http://www.gcflearnfree.org/internetsafety, and
read through the following lessons about the Internet:

LESSON 1: Introduction to Internet Safety

LESSON 2: Passwords — The First Step to Safety

LESSON 3: Protecting Your Computer from Internet Threats
LESSON 4: Email Tips for Scams and Spam

LESSON 5: Staying Safe While Browsing

LESSON 6: Protecting Your Financial Transactions

LESSON 7: Smart Social Networking and Communication Tips
LESSON 8: Cyber-Harassment, Stalking and Addiction
LESSON 9: Wireless and Mobile Device Safety

Once you have read through each of the lessons, answer each of the following questions in a Word
document. Save the file as 8_Internet_Safety.docx in your UNIT 1 folder.

1. Define the following Internet safety terms that pertain to computers and identity theft:

(a) Pharming (b) Virus (c) Phishing
(d) Trojan Horse (e) Malware (f) Spam
(9) Spyware (h) Browser Hijacking (i) Clickjacking

2. Identify and describe three (3) privacy violations that can cause people distress or harm.

3. Define the following terms that relate to privacy and social networking:

(a) Sockpuppet (b) Avatar (c) Dooced
(d) Troll (e) Flame War (f) Screen Name
(g9) Flamebait (h) Meme

4, Identify and describe five (5) tips for creating strong passwords.
5. Define FIREWALL.
6. What is SCAREWARE? Explain how it works.

7. Identify and describe three (3) things you should do when choosing which antivirus software is
right for you.

8. Identify and describe three (3) tips that should be followed when downloading files from the
Internet.

9. Explain why and how your activity is tracked when browsing the Internet.
10. What are COOKIES?

11.  What is CACHE and why is it important to clear your cache on a regular basis?
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12.  What is an SSL CERTIFICATE?

13. Identify and describe three (3) tips that should be followed when conducting online financial
transactions.

14. Identify and describe three (3) netiquette tips that should be followed when communicating online.
15. Identify and describe three (3) precautions that you should take when meeting people face to face.

16. What are some of the ways you should respond to cyber-harassment and cyber-stalking?
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